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1. The current KeyHelp

1.1. KeyHelp Version 14

Already used on thousands of machines: the popular administration software
KeyHelp®! Its clear design and modern operating concept awaits to be explored by
you. Clarity and a large range of functions are the most appreciated things about
KeyHelp®. These are the premises that guide us in every further development. A
stringent menu and design provide the basis for all users to orient themselves quickly,
so that frustrating und long-winded familiarization is no longer required.

So as to make your initial use of the software even easier we have produced this
manual. We recommend reading through it carefully. You are quite likely to find an
answer in here for most of your questions.

We hope you have fun exploring KeyHelp 14.

1.2. Finding a fault and being stuck with it?

Not at KeyHelp! Despite all the long and laborious testing we can never completely
rule out that the odd flaw creeps in or that a use is obscure.

Should you ever notice anything that is not quite functioning as it should, please let
us know about it immediately! Preferably send us an email. Customers of the Keyweb
AG can also use the ticketing system. Please don't be shy — we really appreciate your
feedback and suggestions for improvement!

Our developers at KeyHelp continue to work tirelessly on improving and expanding
the functionality of the administration tool. Your feedback is of great help.

1.3. Who is this manual for?

This manual is aimed at domain administrators and explains how to manage your
account, how to set up email addresses, add FTP users or access web statistics and use
additional functions. If you own your own server and are managing this server through
KeyHelp, please read our Administrator Manual first!

KH Version 14.5.3 | last revised: Feb-02 2016 3
© Keyweb AG 2016



The Login KeyHelp® User - Manual G
2.The Login

You only require a standard browser to call up the KeyHelp interface. We have success-
fully tested its functionality using all the better known browsers, incl. Internet Explorer,
Firefox, Google Chrome and Opera, both in Windows and Linux environments.

Enter either the IP address or the server name in the address bar.
You received this information with your welcome email together with your access data.

Enter your user name and password in the respective fields. You can find both in your
Welcome email.
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3. First Orientation in KeyHelp

After successful login you will automatically see the overview page. The main
components of the KeyHelp interface are:

1 The main navigation bar on the left - allows you to reach and navigate the
various KeyHelp functions.

2 The Display area in the centre. Here you can enter the desired settings for the
menu item that you selected from the respective navigation

3 The additional navigation bar at the top — allows you to enter settings
concerning your account and to log out.

]
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4. Main Navigation Bar

From the main navigation bar on the left you can reach all functions of KeyHelp.
The individual points are explained in the following.
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5. General

5.1. Overview

The overview shows you current information about your account.

Diskspace: Shows you how much space is currently taken up
of your available storage space. Included in the
calculation are web data such as PHP and HTML
files, but also email mailboxes and databases.

Main domain(s): Listed here are domains that are assigned
to your account(not subdomains!).

Subdomains: The existing number of subdomains and the maximum
number possible are shown here.

FTP accounts: The existing number of FTP accounts and the maximum
number possible are shown here.

MySQL databases: The existing number of MySQL databases and the
maximum number possible are shown here.

Email addresses: He existing number of email addresses and the
maximum number possible are shown here. All mail-
boxes, even aliases, count as email addresses.
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Email mailboxes: The existing number of email mailboxes and the
maximum number possible are shown here.

Activated services: The web features that are activated for
your account are shown here.

Directory Listing: When the Directory Listing is activated the files
present in a web folder are shown as file lists in the browser
even if there is no index file (e.g. index.html, index.php).

If the option is deactivated an error
message is shown. Change the setting
by clicking the respective button.

Email address for automatic server notifications:
His address is used to send you notifications to warn
you when you are about to run out of disk storage
space on your account, or to send you administ-
rator information. In addition, should you forget
your password you can reset it via this email.

Please note that you need to remember the email address that you entered here in
order to be able to use the forgot-your-password function!

5.2. Web Statistics

The web statistics give you information about the visits to your websites, visitor
distribution over a certain period of time, where your visitors came from, visitors
country of origin, the browsers they used and much more.

At Keyweb we use the well-known and popular statistics tool AWStats.

7

5.2.1. Setting a Password

When first accessing this page you are asked to set a password for your access:

Create a password of your choosing in the form displayed or opt to have one
generated automatically. Fill in the displayed form with a password of your
choice or let it generate automatically.
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You can change the password at any time later via this form.

5.2.2. Accessing the Web Statistics

First, choose the time period
for which you wish to check the statistics:

Then click the button :]
A new browser window / tab opens.
Enter the same user name that you use for logging in to KeyHelp (see the access data

email) in the login window displayed and enter the password that you have just set
(see point 5.2.1).

Username: | keyhelpdemo_com

Password: | esssssss

conce

If login was successful you will then see the statistics page of .

KH Version 14.5.3 | last revised: Feb-02 2016 9
© Keyweb AG 2016



Settings KeyHelp® User - Manual G
6. Settings

6.1. Domains

Here you are able to manage your domains and set-up subdomains. One click on the
domain name and the domain opens up in a new browser window.

6.1.1. Editing Domains

In order to edit a domain click on the editing symbol ¢ behind the respective domain
name in the column “Options”,

Your domain name with and without the prefix www are treated separately. For
example, you can specify that when your domain is called up without www a different
content is shown to the visitor than when it is called up with the www prefix.

You can enter the desired directory below the www folder. If this folder does not exist
it will be created from scratch.“/represents your www-directory”. If you want to display
the domain in the folder demo for example, you enter /demo/.

You can also forward your domain to an external destination. Specify this by entering
http://destinationdomain or https://destinationdomain. The URL changes in the
address bar of the browser when the forward-domain is called up.

To select an existing sub directory of the www-folder as the destination for the
domain, click the button “Open Directory Explorer".[ ]

Select the desired directory from the newly shown directory explorer and click the
button “Take as domain target directory” [ ]

6.1.2. Setting-up, Editing and Deleting Subdomains

Click this button to set up a new subdomain :] .
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Enter the desired name of the subdomain in the field “Domain name” and select the
desired domain for which the subdomain is to be created from the dropdown list. The
destination settings are set in parallel to the main domains. (see point 6.1.1)

The created subdomain now shows up in the overview.

The symbols shown have the following meaning or function:

/= The subdomain is currently being configured on the server. It is not yet
operational.

«  The subdomain has been correctly configured on the system and is now
operational.

& Hereyou are able to configure the destination directories and the
forwarding options in parallel to point 6.1.1.

@  Deleting the subdomain. Before deletion there will be a security query
first. The assigned directory is NOT deleted.

6.2. MySQL Databases

Click the button "Add database” to set up a database :] .

6.2.1. Setup of a database with automtically generated database name
and database username.

Enter the password of your choice twice or have one generated automatically.
You may enter information in the comment box that may later be helpful in assigning
the database to a certain project.
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6.2.2. Setup of a database with freely selectable
databse name and database username.

Hint: This feature is only available when it was activated by the KeyHelp
administrator.

«  Fillin the respective form fields with the desired values for database name and
database username.

«  Enter the password of your choice twice or have one generated automatically.

«  You may enter information in the comment box that may later be helpful in
assigning the database to a certain project.

To finish the set-up click () -

You are then shown the database complete with the choosen or generated database
name and the database user name, its host, the comment you entered and the size of
the database.
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By using these data you can log in to PHPMyAdmin (see point 8.1).

The symbols shown have the following meaning or function:

& To edit your comment or to change the password click the Pencil symbol.
@  Deleting the database.

Delete all databases in the list with a tick.

6.3. FTP User

6.3.1. FTP Security

FTP data is usually transmitted unencrypted. A potential hacker can therefore quite
easily get hold of your data and can also obtain your password. For this reason we
recommend using FTP via SSL (FTPS) in explicit mode.

You find the settings in your FTP client. In the popular FTP client, Filezilla, you are for
instance able to view the settings in the server manager (Image 1).

3 Site Manager

Select Entry:

General | Advanced Transfer Settings | Charset
e My Sites

T new | Host: keyhelpdemo.de Port: | 21

Protocol: FTP - File Transfer Protocol

Encryption: | Require explicit FTP over 2

Logon Type: | Ask for password

User: keyhelpdoku_de
Password:
Account:
Comments:

New Site New Folder

New Bookmark Rename
Delete Duplicate
Connect | o oK € Abbrechen

Image 1: Server manger Filezilla

Note: DON'T mistake FTPS for SFTP. SFTP has nothing to do with FTP, but is provided
by the SSH Server. To be eligible to use SFTP an SSH access is needed, which may
not be included in your tariff.
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6.3.2. Main FTP Login

To connect to your account via FTP use the same data you received per email and
which you also used to log in to KeyHelp.

During the first login you will see the following standard file structure:

| cgi-bin Folders for carrying out CGIl and Perl scripts.

. files Storage for files that shall not be accessible through http
. logs Contain access logs and error logs for your websites.

| tmp Folders for scripts set up to be temporary files.,

| W Folder for files that shall be accessible via http and https

You can add a random number of folders and subfolders and update access rights. You
should NOT delete the standard folders!

Note: Avoid setting the access right to 777, especially within the www directory.

It poses a security risk! It is not necessary for operating websites, as PHP runs under
your respective User-ID and is thus able to write without causing any problem in
folders that you have created through FTP.

6.3.3. Additional FTP Users

To add an additional FTP user click the button :] .

You are now able to select the home directory of the user. Either you directly state the
desired directory that is automatically generated, or you select an existing directory. To
do this click the button “Open folder explorer”.

[ )

Select the desired directory from the newly shown directory explorer and click the
button “Accept as Home Directory”

| |
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Notes:

1. Users are “locked” in their assigned directory. It means that they can move around
within their directory, but cannot access any directories at a higher level.

2.The Home Directory has to be located below the folder www or below files.

Then select a password or have one generated by the system and

click the button | I
Following this the FTP user is shown with the user name that has been generated.

The symbols shown have the following meaning or function:

& The FTP user is being setup on the system at this moment and is not yet
operational

«  The FTP user was successfully set-up on the system and is now
operational.

& Changing the home directory or password.

@  Deleting the FTP user. You will see a security prompt which also allows
you to specify whether the assigned home directory should be deleted
as well.

Deletes all FTP users with a tick. You will see a security prompt
which also allows you to specify whether the assigned home directory
should be deleted as well.

6.4. Directory Protection

Via directory protection you can set up a username-password-combination to your
www-directory or its subdirectories. Only after correctly entering this combination, the
corresponding content is displayed in the browser.

To set up a directory protection, press the button:

Directory: Specify the directory for which you want to set up a protec-
tion. Either directly enter the desired directory, which is
created automatically, or select an existing directory. Just
click on“Open folder explorer”.

Select the desired directory in the now displayed explorer
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and click on the button
“Take as Home Directory”.

The directory “/" is your www-directory on the server.
The directory “/example folder/” is a subfolder of your
“www-directory”.

Username: Set any desired username.
Password: Set a password or get a generated one.

Title of the protected area (optional):
Enter a name for the protected area, e.g. internal or
development. This will be displayed in the login window of
the browser. Click on the button to apply your settings.

Notices:

You can also create multiple users for one directory. To do so, add another directory
protection and choose from the same folder, but assign a different username. The
access protection is controlled by the configuration file of the domain on the web
server. Therefore .htaccess or .htpasswd. are not created in the respective directory.

After creating it, the directory protection is indicated in the overview along with the
protected directory, the selected user name and the title of the protected area.

The symbols have the following meaning or function:

4 Thedirectory protection is being created in the system and is not yet
ready for use.

+  The directory protection was successfully created in the system and can
now be used.

& Changing the title or the password
@  Remove directory protection. A confirmation request occurs.

Deletes all selected entries of the directory protection.
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7. Email

7.1. Email Addresses

7.1.1. Setting-up Email Addresses

To set up a new email address click the button :] .

Enter the desired mailbox name in the form field Email and select the domain for
which the mailbox is to be set up.

Create a password of your choice or opt to have one generated automatically.

Activate the check box ,Activate catch-all” if you wish to receive all messages on this
account, that are sent to non-existent email addresses of the domain. Please note the
information displayed in the form!

Determine the size of the mailbox.

Activate the control box “After setting up the email account call up the page for
managing aliases addresses, forwarding and security measures’, if you want to execute
more settings immediately.
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Click the button .

The Email account is then shown with the user name that was generated, the current
memory usage and any forwarding’s and security measures implemented.

The symbols shown have the following meaning or function:

/&  The Email account is being set-up on the system at this moment and is
not yet operational.

«  The Email account was successfully set up on the system and is now
operational.

& Changing the password, the size of the mailbox, the aliases addresses,
and the forwarding’s and security measures.

@  Deleting the Email account.

Deletes all ticked Email accounts.

7.1.2. Aliases Addresses, Forwardings, Security Measures
and Email Filter

7.1.2.1. Aliases Addresses

Aliases addresses are Email addresses which are assigned to a main mailbox which
receives the emails sent to these addresses.

Enter the desired alias in the form field and click the button [ ] .

To delete an alias click the button (] behind the respective alias.

7.1.2.2. Forwardings

To forward emails that are sent to the configured email address enter the desired
destination address in the form field “Forward to”. You may specify several destination
addresses separated by a space, a comma, a semicolon or a line break.

If a copy of the forwarded emails is to be saved on the server, please put a tick in the
corresponding control box.
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7.1.2.3. Virus Scanner

Activate the virus scanner to scan incoming emails for harmful files before they reach
the inbox.
Such harmful emails are identified in the subject field with the word “Infected”.

7.1.2.4. Spam Filter

Activate the Spam Filter to scan incoming emails for signs of being spam mail before
they can reach the inbox.
Such harmful emails are identified in the subject field with the word “Spam"”.

You can regulate the spam filter sensitivity via the Spam-Score field; the lower the
number the higher the spam filter’s sensitivity.

Click m to accept the changes to the forwarding settings or to the email
security settings.

7.1.2.5. Setting-up the Autoresponder and Email Filter

You can configure the autoresponder and email filter on the webmail interface.
(see point 8.2.1)

7.1.3. Access through Mail-Client
(e.g. Outlook, Windows Live-Mail, Thunderbird)

Use the following information to set up a mailbox in a mail client:

Username: the complete email address, e.g. test@keyhelpdemo.de

Password: the password that you specified when
setting up the email address

SMTP-Server: mail.<yourdomain> e.g. mail.keyhelpdemo.de Alternati-
vely, you may also use the IP address

If you are using the web hosting tariff of Keyweb AG, you
are advised to use that server name, where your domains
are situated to avoid certificate warnings, for example:
shared01.keymachine.de, shared02.keymachine.de etc.

POP3/IMAP-Server: mail.<yourdomain> e.g. mail.keyhelpdemo.de Alternati-
vely, you may also use the IP address

If you are using the web hosting tariff of Keyweb AG, you
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are advised to use that server name, where your domains
are situated to avoid certificate warnings, for example:
shared01.keymachine.de, shared02.keymachine.de etc.

Ports (with/without STARTTLS): IMAP 143, POP3 110, SMTP 25 or 587
Ports (whith SSL): IMAPs 993, POP3s 995,

Notes: Important is that authentification is activated at the outgoing mail server!
Sending an email is only possible when STARTTLS is activated! When the respective
warning is shown accept the certificate!

7.1.3.1. Sample Setup for Windows Live Mail

7.1.3.2. Sample Configuration for Mozilla Thunderbird
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7.1.3.3. Sample Configuration for Outlook 2013
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7.1.3.4. Sample Configuration for Apple iPhone
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8. Tools

8.1. PHPMyAdmin

PHPMyAdmin is a PHP application for the administration of MySQL databases. Upon
clicking the respective menu item the PHPMyAdmin opens in a new browser window/
tab.

To log in use the data that was entered when the database was set up.

To directly access PHPMyAdmin you may also use the address
https://<servername>/phpmyadmin/

8.2. Webmail (Roundcube)

The webmailer is used to read and send email from a mailbox via a web browser. Upon
clicking the respective menu item the webmailer opens in a new browser window/tab.

To log in use the data that were entered when the mailbox that you want to access was
set up.

To directly access the webmailer you may also use the address
https://<servername>/webmail/

8.2.1. Configuration of Autoresponder and Email Filter

Log in to the webmail interface as described under point 8.2. In the top right-hand
corner click the button “Settings”.

From the left-hand menu called “Settings” select the option “Filter”.
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From the central menu “Filter Settings” select the filter option “Standard”.
Via this button you may set up an additional filter setting.

Via the button you can configure the elected filter setting.

In the right “Filter” menu click on the + , button to add another filter. In the section
filter definition you are now able to set up the desired filter.

Finally, click (X to activate the filter.

In the section filter definition you are now able to set up the desired filter.
For an autoresponder the configuration would look as shown in the above image. In an
activated autoresponder incoming emails are also saved in the inbox.

In this manner you are naturally able to specify any number of filters and you can, for
example, move emails with certain subject lines or from certain senders in a folder set
up for this, can forward or copy emails, and send them to an additional address, etc.
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9. Additional Navigation Bar

The additional navigation bar shows you with which user you are currently logged in
to KeyHelp. Furthermore, you have access to the following functions:

9.1. My Account

Options:

«  Changing the password of the currently logged in user.
Changing the email address that receives automatic server notifications and which
is used to reset a password.
Changing the standard language of the KeyHelp Interface.

9.2. Logging Out

Ends your current KeyHelp session.
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